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& Key Properties - KGpg —

=

4 N
\ /
/Public Card
Name: GMU ECE 646
Email Address: gmuece6 gmail.q

\_

Finger Print:

Name: GMU ECE 646

Email: gmuece646@gmail.com
Comment.  none

Creation: Tuesday 26 September 2006
Expiration:  Unlimited

Trust: Ultimate |:|
Owner trust: [Ultimatelyr v]
Key ID: C823A726DECET 765
Algorithm: RS

Length: 048

Fipgerprint:

Mo Photo

Photo Id: E]

[ Change Expiration...

[FDAD 9B76 E333 6E20 0417 OEC4 CB23 A726 DECE 7765

l
[ Change Passphrase... l
|

N —

Public Key Id: 0xDEC67765 /

FDAO 9B76 E333 6E20 0417
0EC4 C823 A726 DEC6 7765

/
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exchange cards with three of your classmates
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y  (P.Card]

(Prcard)




Gpg4Win Installation

Room | Version | License La_b
Sections
203 | v1.6.1 Free
All sections
265 | v1.6.1 Free




Gpg4Win Intial Setup
STl 203, 265

WinPT First Start
f* Generate a GruPG key pair -

" Copy GruPG keyrings from anaother location

" Generate key pair on a Smart Card

Ok | Cancel

@, Key Manager

File Edit ‘Wiew Key Kewvserver 7
->GE @, &
zer D | Kep (D Type 5
. ' (@gmal... 0:1747E092  publsec 1
Key Attributes LN
Copy Key ko Clipboard
Send Key ko Mail Recipient
Add 3
Key Edit
Sign
Rewoke Cert
Delete

List Signatures

Disahle

Set preferred Keyserver URL
Refresh from Kewserver

Send to K

Set as Defaulk Key

Properties

http:

Ifsubkey

<. pgp. nek

htkp: ffsubkeys . pop.net
hkp:/isubkeys. pop.net

Idap: /fkeyserver.pgp.com




Check for Public Key on
subkeys.pgp.net

Extract a key

Tou can extract a key by typing i some words that appear
it the userid of the key vou're looking for,
ot by typing i the keyid m hex format "0z ")

Search String; |krishna thirumalasethy
whow PGP "fingerprints” for keys
Show SE3 fill-key hashes [

mearch for keys:

@ get regular index of matching keys
O get verbose index of matching keys
O retrieve asci-armored keys

© retrieve keys by full-key hash (e.g. 4F51C65DE21FBOEFEB61825057BDDCES )
[ Feset ][ Submit Query ]

Search Result:

pub  1024D/ESO1EEAC 2Z007-09-05 Krishna C. Thirumalasetty <kthiruml.eceddélgmail.coms
Fingerprint=6700 51C4 515F FEB45 E6d44 3JA1D 59CE 6634 ESO1 EEAC




Options for E-Mail with GPG

» Sylpheed Claws
— Part of GPG4Win
— Installed in ST2-203 / 265

* GPG plugin for Outlook Express

— GPGOE
http://wald.intevation.org/projects/gpgoe/

* GPG plugin for Thunderbird

— Enigmail
https://addons.mozilla.org/en-US/thunderbird/addon/71



