ECE646 Lecture 11

RSA Implementation:
Efficient encryption, decryption
& key generation

Efficient encryption
and decryption

Number of bits vs. number of decimal digits
1 Qpdigits = Dibits
#digits = (log,, 2) - #bits= 0.30 - #bits

256 bits = 77D
384 bits =116 D
512 bits =154 D
768 bits =231 D
1024 bits = 308 D
2048 bits =616 D




How to perform exponentiation efficiently?

Y=XEmod N = XOX X XX ... X (X mod N
-~
E-times

E may be in the range of2 = 10°%®

Problems:
1. huge storage necessary to stofbefore reduction
2. amount of computations infeasible to perform

Solutions:

1. modulo reduction after each multiplication

2. clever algorithms B
200 BC, India, “Chandah-Satra”

Right-to-left binary exponentiation
Y =XEmod N

E= (81 82 & &)
S: X Xzmod N X¢modN XemodN .. X2""modN
E g ¢ £ g Y
Y = X® (X2 mod N)(X¢ mod NIZ(X® mod N L. [0X2 “mod Ny
| xp=x*  xepe=xe |

Xeo+2m_l+4@z+8@3+...+2’1@L,J

<
"

mod N =

=X = Xmod N 5

Right-to-left binary exponentiation: Example
Y =3¥mod 11
E=19=16+2+1=(10011)

S: X X2?modN X*mod N X&mod N X mod N

3 3mod11=9 9mod1l1=4 Zmod11=5 5Smod11=3

E: g € £ £ £
1 1 0 0 1
Y= X 0OXmodN O 1 O 1 0 X% modN =
3 0 9 0o 1 O 1 O 3 mod 11
=  X¥modN

(27 mod 11)B mod 11 =5B mod 11 =4 6




Left-to-right binary exponentiation
Y =XEmod N

E=(g1 82 -8 &),
E: 1 €, s - B [
Y= (L2 X FEI)(eL'Z ¥ X G ¥ L PIX eﬁZD( Fnod N

(X3b= X2 Xa [Xb = Xatb ‘

g, R+e,)R+eg,)R+. ...+ R+

yox @:i@+e,)R+e, IBre N =
L1

) B 2R 2T, B, Jer®

= mod N =X~ =

= XEmod N

Left-to-right binary exponentiation: Example
Y =3¥mod 11
E=19=16+2 + 1= (10011)

E: € 5 € € &

1 0 0 1 1
Y= ((((BOXP0 1 y0 1% O Xp X modN

= (((3 mod 11) y mod 11) mod 11(BY mod 11[B mod 11

= (81 mod 11jmod 11(BY mod 1108 mod 11 =
= (B mod 11(B mod 11 =

= 2@od 11Bmod 11 =
= [®Bmod 11 =4

Y= (X8X)?X mod N = X*mod N 8

Exponentiation: Y = Xt mod N

Right-to-left binary Left-to-right binary
exponentiation exponentiation

E=(g1 80 -8 &)

Y=1;
S=X; Y=1;
for i=0to L-1 for i=L-1 downto O
{
if(g==1) Y =Y2mod N;
Y = Y5 mod N; if (g==1)
S=8mod N; Y =YX mod N;

} }




Exponentiation Example: Y =7 mod 11

Right-to-left binary Left-to-right binary
exponentiation exponentiation
12=(1100)
i o| 1 12 i 3] 2 1 0
B 0 [0 1|1 g T [T[0[0
Shetore 715 3] 9 Y| 1] 71 2 4|5
Yoo | 1] 1] 1 5
w | 7] 5] 3] 9 4
Seiore - S before round i is computed
Sy - S after round iis computed 10

Right-to-Left Binary Exponentiation in Hardware

output

Left-to-Right Binary Exponentiation in Hardware

Control
Logic

output




Basic Operations of RSA
Encryption L<k
El public key exponent
c | =] M | mod | N
ciphertext plaintext public key modulus
k-bits k-bits k-bits
Decryption L=k
private key
\ M | =] C | mod | N
plaintext ciphertext private key modulus
k-bits k-bits k-bits 15

Time of exponentiation

texe(€, L, k) = #modular_multiplications(e, 2}ty mop(K)

e L #modular_multiplications
e=3 2
21
e=F=2" +1 17

large random L-bit g L + #ones(e} % [

tyumon(K) - time of a single modular multiplication
of two k-bit numbers modulo a k-bit number

SOFTWARE
tuwumop (K) = G+ K

HARDWARE
buwomoo() = G k-

Algorithms for Modular Multiplication

/

Multiplication
X Multiplication combined with
« Paper-and-pencil  6(k?) modular reduction
« Karatsuba (k32
« Schénhage-Strassen (FF'@(k Ink) * Montgomery algorithm
a(k?)
Modular Reduction
« classical a(k?)
« Barrett

complexity same as multiplication used

« Selby-Mitchell a(k?)




Paper-and-Pencil Algorithm of Multiplication
1 word =] bytes =\ bits
(A A [ATA]A
x [By By | [B,[B]B
Assertion: 2 words
[ig.n e Do=AB, o]
D,=AB,+AB, + D,
D,=AB,+AB +AB,  +
3 words
3words ...
* D™ Av st AvBrot AuBog
L Das [ Das=ABLtABL
+ D= A, B,y
2 words
[Con[Cona | [Coal G [Cus[Coz | [C ]G fec
Classical Algorithm (1)
I m]
J Gomaure
b €=0,1,2
mu—]‘mu—z‘ .- ‘ mu‘
- P*XMJ TGy te
M £=0,12
17

Time of basic operations in software and hardwart

SOFTWARE HARDWARE
Modular )
Multiplication Con K Chm K
Modular e -k-L
Exponentiation Comer - L Come




Time of the RSA operations
as a function of the key size k
SOFTWARE HARDWARE
Encryption/
Signature verification C K Ce” K
with a small exponent ¢
Decryption /
Signature generation Cy K Cua” K
Key
Generation Cy+ klogk Gy Kllogk
Factorization LK. (In KV
(breaking RSy | &P~ K2 (kP =

Effect of the increase in the computer speed

to keep the same security

computer operand
speed size

encryption/decryption
N
\ @/ )

on the speed of encryption and decryption in RSA

Decryption using Chinese Remainder Theorem

L d ]
M = C ] mod [ N
C.=Cmod P Co=Cmod Q
d, =d mod (P-1) d, =dmod (Q-1)
%] [% ]
M, ]=[ G Jmod[ P My ] =[G Jmod[_Q

M=M; R, + M, R.mod N

R, = (P*mod Q) -P =P'mod N
R, = (Q*mod P) -Q= Q*mod N

where




Time of decryption
without and with Chinese Remainder Theorem

SOFTWARE
Without CRT

toec(K) = teyo(random e, k, L=k) =clk®
With CRT

ko1
toeccrlk) = 2 Qerandom e, ki2, L=ki2) = 2, 0 3= 7beck)
HARDWARE

Without CRT
toec(K) = teyo(random e, k, L=k) =¢ [k?

With CRT
1
toec.cri(K) = texp(random e, k/2, L=k/2) =,d{( %2= ZEec(k)

22

Chinese Remainder Theorem

Let
N=n,th, 0, ...,

and
foranyi,j ged(nn) =1

Then, any number € A< N-1
can be represented uniquely by

Aé» (3, =Amodn, a=Amodn, ..., § =Amodn,)

A can be reconstructed from (a,, ..., ,) using equation

M where N= N -
A= Z(am N;*mod n) mod N T
1 = 00,0, O, (.0,

Chinese Remainder Theorem
for N=P £Q

N=PmQ ged(P, Q) =1
M ¢ (M, =M mod P, M, = M mod Q)
M= MPD% Eﬁg} -lmod Fﬂ + MQD% EH%} -lmod (j mod N

= M, 0Q(Q?) mod P) + M, [P ((PY) mod Q) mod N =

=M, OR, + M, OR, mod N




Concealment of messages in the RSA cryptosyste
Blakley, Borosh, 1979

There exist messages that are not changed by the RSA encryption!

For example:
M=1 C=mod N=1
M=0 C=fMmodN=0

M=N-1=-1 mod N C=(-tmod N =-1

Every M such that
M, =M mod PO {1, 0, -1}
Mo =M mod QO {1, 0, -1}

C.=Cmod P = (Mmod N) mod P = ®mod P =Memod P =M
Cy=Cmod Q = (Mmod N) mod Q =Mmod Q = M mod Q 5 M,

Concealment of messages in the RSA cryptosyste
Blakley, Borosh, 1979
At least 9 messages not concealed by RSA!

Number of messages not concealed by RSA:

o =(1+gcdél,P-1) - (1 +gcdé1,Q-1))

A e=3 g=9
B. gcde1,P-1) =2 and gceéfl,Q-1)=2 g=9
C.

gcdEe1,P-1) =P-1 and gcdél,Q-1)=Q-1 o0=P.Q=N
Itis possiblethat all messages remain unconcealed by RSA!

2

Efficient key generation




Generation of the RSA keys

e Typically
e=3or
prime number e=26+1
generation
0 gcd(e, P-1) =1 | gcd(e-1, P-1) =2
' gcd(e, Q-1) = 1: ged(e-1, Q-1) =2
Extended Euclid’s
algorithm
N=P-Q d=e'mod (P-1) -(Q-1)
28

Random vs. Incremental Search

Random search

N vd

primes numbers tested for primality
Incremental search

starting point chosen at random

Is there a sufficent amount of prime numbers
to choose from?

1(Xx) - the amount of prime numbers smaller than x
0 X
| |
T T

T(x) prime numbers

n(x) =

In(x)




Is there a sufficent amount of prime numbers
of the given bit length to choose from?

T, - the amount of prime numbers of the size of k-bits
0 k-1 2K

[ —

T, prime numbers

m=2) -2 =
= 0.5002) =
=12

Average distance between primes
of the given bit length (1)

primes

k-l N 2k

Average distance between
two consecutive primes

2k k1 k-l
Average distance (k) —— = = In21 <
T, (2+2)
= 0.690k-1)

Average distance between primes
of the given bit length (2)

Number of bits |Average distance| Average amount
k between primes | of odd numbers
to test
256 177 88
384 265 132
512 354 177

1024 709 355




Fermat's primality test

n composite

W(n)
Witnesses to

of n

{1.n-1}

a& W(n) iff a~*# 1 modn

Fermat’s test

n composite Carmichael number

Ww(n)

L Witnesses to

Liars to the\compositnes
the compositness ofn
of n
{1.n-1}
W(n) = {a: 1<a<n, ged(a, n)>1}

| L(n) | =¢(n)
| W(n) | = n=¢p(n) s

Carmichael numbers

A composite integer is a Carmichael number iff
n=p-p-p-. R
k=3
p, are distinct primes, #p; for i #j

Op, (p-1) [(n-1)

Smallest Carmichael number
n=561=3-11-17

Among all numbers smaller or equal to*10

There are about 3 -B@rime numbers
20 Carmichael numbéts




Good probabilistic primality test

n composite

W(n)
Witnesses to
the compositness,

Oncomposite | W(ng|| L(n) |

If a & W(n) test returns “n composite”
else test returns “n probably prime”
or “n pseudoprime to the basé’a”

Miller-Rabin test

n composite

Ww(n)

Strong withessego
the compositness,

{1.n-1}

0 n composite | LN ¢(n)/4 < (n-1)/4

Miller-Rabin test

n composite

W(n)
L) Strong withessego

2 the compositness
of n

Strong hars t
the compositness
of n

{1..n-1}

For certain composite numbers, such as
n=3-5-7-...-(2k+1)

there are only two strong liars: 1 and n-1 3




Miller-Rabin test
Mathematical Basis

If nis prime then
1 has only twequare roots modulo n
i.e., there are only two numbersg,and y,, such that
ymodn=1 and ymodn=1
1 and ¥n-1=-1 mod n

If n is compositethen
1 has at least fosfuare roots modulo n
i.e., there exist numbers,,W,, y,, ¥,, such that
ymodn=1,¥modn=1,y¥modn=1,y¥modn=1,
¥=1,y,=n-1=-1mod n, y#+1modn, y#+1modn

40

Miller-Rabin test
Algorithm (1)

Find s and r, such that
n-1=2, whererisodd

For example:

n=49
n-1=48=2[8B s=4,r=3

n=61
n-1=60=2[15 s=2,r=15

a1

Miller-Rabin test
Algorithm (2)

Compute
atmodn=(...(amod nfmod nfmod n ...y mod n = 1

s squarings

square mod n

a (@)y @piay *..@p @y ° modn

square root mod n

a2




Miller-Rabin test
Algorithm (3)

square mod n

a @y @eXay *..@? @32 ° modn

square root mod n
result of test

11 1 1 1 1
X X -1 1 1 1
X X 1 1 1 1
101 1 1 1 1
X X X X X X
X#+1modn probably prime or composite

-log, of the bound on the error probability of declaring
ak-bit composite number a prime after t iterations
of the Miller-Rabin test

t - number of iterations of the Miller-Rabin test
k = number

of bits ofn 1 2 3 4 5 6 7 8 9 10
T 100 | 5 14 20 25 29 33 36 39 41 44

150 8 20 28 34 39 43 47 51 54 57
200 11 25 34 41 47 52 57 61 65 69
250 14 29 39 47 54 60 65 70 75 79
300 19 33 44 53 60 67 73 78 83 88
400 37 46 55 63 72 80 87 93 99 105
500 56 63 70 78 85 92 99 106 113 119
600 75 82 88 95 102 108 115121 127 133

Minimal number of the Miller-Rabin tests t,
necessary to obtain the probability of error < 2%
for &-bit number n

Kk |t k t k| t
160 | 4| 202-20 23 | 335360 12
161-163 3 09-215 2 [361-394 11
164-166] 32 | 216-22p 21| 393-430 10|
167-169 31 | 223231 20| 431479 9
170-173] 0 32-240 19 | 480-542 8
174-177] 29 | 242-25 18| 543-626 7
178-181 28 | 253264 17| 627-746 6
182185 27 | 265278 16| 747926 5
186-190 26 | 279204 15| 927- 4
1232
101195 25 | 295318 14| 1233 3
1853
106-201 24 | 31433 13 overl 2
1853

a5




Random vs. Incremental Search

Random search

N

primes numbers tested for primality

Incremental search

starting point chosen at random

46

Using division by small primes

primes numbers tested

DDDDDDD DDDDDDDD
R2

D — Division by small primes
R, — Miller-Rabin test with base 2
R — Miller-Rabin test with the random base a

:U;U:U:U:U@Ugﬂ

a7

Merten’s Theorem

The proportion of candidate odd integers NOT ruled out by the tri
division by all primes B

a(B) = (1-1/3)(1-1/5) {1-1/7) (1. [1-1/B)

aB)=112/InB

For B=256,0(B) = 0.2

80% of tested numbers discarded by the trial division

a8




Incremental search for a prime

Efficient implementation of division by small primes

Set of small primes 3

n,=91
n =93
n=295
n =97
n =99
n =101

5

n,mod 3 =1| nymod 5 =1

1+2 mod 3=0|1+2 mod 5=3

0+2 mod 3=2| 3+2 mod 50

2+2 mod 3=1|0+2 mod 52

1+2 mod 3=0| 2+2 mod 5=

0+2 mod 3=2|4+2 mod 5=1

7
n, mod 7 =0
0+2 mod 72
2+2mod 74
4+2 mod 76

6+2 mod 7=1

1+2 mod 7=3

11

n,mod 11 =3

3+2mod 116
5+2 mod 117
7+2 mod 119
9+2 mod 110

0+2 mod 11=2
49

Division by small primes — Practical implementation (2)

3 5 7 11 S[k]
91 1 1
93 1
95 ‘ 3 1
A 7
o1 1 5 1
103 [3
105 L
10 1 1
109 3
111 5 11
113 7
115 | "3
117 ! 1
119 1
121 ‘ 3 1
| 1 50
Optimum number of small primes
{3,5,7,....B,}
RZ
o ® "D -In (R,/D)

R, = time of the Miller-Rabin test with base 2
D =time spent on test dividing one number by one small prime




RSA — countermeasures
against known attacks

Recovering RSA-encrypted messages without a private key (1)

Guessing a set of possible messages

IRS FBI
public_key_of £gf hame of the congress
member who committed
atax fraud)
journalist
! E punic sey ot rofNAMEL)

E Lubiic_key_or raN@ME2)

E pubic_key ot rafNameN)

Recovering RSA-encrypted messages without a private key (2)

Small e and small messages

e=3 00000000000000040 M ]

13
m< N
1/3
c=nmmodN=m m

Hastad'’s attack
e=3, m send to three different people

_ m* mod
Pu = (3, N) , N cr 13
P,=@,N) ™M mod N — m?modNNN,=m ——m
P,=(3,N) m mod N
54




Optimal Assymetric Encryption Padding (1)

Bellare-Rogaway
Coding >168 bits

[o00000001 [ message | [ SEED]
2
MASK(SEED) |

D

[ masked_message |

MASK(masked_message)

masked_message masked_seed,

Optimal Assymetric Encryption Padding (2)

Bellare-Rogaway
Decoding

masked_messag masked_seed

3]

MASK(masked_message)

\ MASK(SEED) \

[oo0paG00} [ message | .

>168 bits.

RSA signature
Alice Bob

Message Signature Message Signature

Hash value 1
Hash value

yes

y By Hash value 2,
Public key I__Ll Public key
algorithm algorithm '—‘

Alice’s private key Alice’s publi¢ key




Padding for signatures with appendix

PKCS #1 for signatures

‘oo o:q FFFFFF .... F‘F q)o h(m)

at least 8 bytes

1ISO-14888

|6 eeBBEBEERRH A hm) | o]

33CC for SHA-1
31CC for RIPEMD-16C




