ECE 646 - Lecture 4

Key management

Pretty Good Privacy

Project, Next Steps

« Due Today: Initial project choice and
reference list

* Sept 26: Group building finished and
final project choice

 Discussions of groups with instructor
¢ Oct 3: Project specifications due

Key Management




Using the same key for multiple messages

Using Session Keys & Key Encryption Keys
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Simple key establishment protocol based on KDC

Kaxoe

B-KDC

(1) let me talk with Bo (2b) Ky oc(“Alice”, K )

(22) Kyioc("BOD", Kirg)

Alice

K axoe Kekoe

Key establishment protocol based on KDC

Kaxoe
Kekoe
Koo

(1) let me talk with Bob

(2) Kpioc"BODT, K g, ticket,,)

(3) ticket, = Ky oc(“Alice”, K o)

Alice @ Bob
KA—KDC KB—KDC
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Key agreement
Alice Bob
A’s private key B’s private key
>~

/
A’s public key B’s public key

Key derivation Key derivation

Key of A and B Key of A and B




Diffie-Hellman key agreement scheme

Alice Bob
a, g - global public

XB
\ elements /
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ya=a * modq Ys=0 ° modq
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SAB_ Ys mod q SAB_ Ya mod q
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Key K,g Key Ko

Man-in-the-middle attack

Alice Bob
A’s private key B’s private key
™~ —
A’s public key B'’s public key
Charlie

Secret — . Secret

derivation | C’s public C’s public

key key

Key derivation

Key of Aand C Key of B and C

Does public key cryptography
have an Achilles’ heel?

Alice Bob
Bob, send me your public key, Alice

Bob’s public key, Bob

message encrypted using Bob’s public key

Charlie s




Does public key cryptography
have an Achilles’ heel?

Alice Bob

Bob, send me your public key, Alice

-Bebs-publie-key, Bob
Charlie’s public key

message encrypted usirg-Beb'spublic key
Charlie’s public key

Charlie

Does public key cryptography
have an Achilles’ heel?

Alice Bob

Bob, send me your public key, Alice

-Beb’s-publie-key, Bob

Charlie’s public key

message encrypted message r’eencrypted
using Charlies’s . using Bob’s
public key Charlie ' public key
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Directory of public keys (1)

On-line
database
Alice, Alice’s public key
Bob, Bob’s public key
Charlie, Charlie’s public key

Bob, Bob’s public key Dave, Dave’s public key

Eve, Eve’s public key

Alice message encrypted using Bob’s public key Bob

Charlie




Directory of public keys (2)

On-line
database
Alice, Alice’s public key
Bob, Bob’s public key
Charlie, Charlie’s public key

Dave, Dave’s public key
Eve, Eve’s public key

Alice message encrypted using-Beb's-public key Bob
Charlie’s public key

Charlie 19

Directory of public keys (3)

On-line
database
Alice, Alice’s public key
Bob, Bob’s public key
Charlie, Charlie’s public key
Dave, Dave’s public key
Eve, Eve’s public key
Alice e Bob
message encrypte message reencrypted
using Charlie’s using Bob's
public key Charlie public key 2

PGP: Flow of trust

Manual exchange of public keys:

Las Vegas Edinburgh

Bob < David David - Betty
Bob David Betty
(Washington) (New York) (London)

David, send me Betty's public key

Betty’s public key signed by David

message encrypted using Betty’s public key




Certification Authority

Proof of identity Certification Authority

Public key of Bob

?;T Certificate
TAAN > Public key of Certification Authority
e,
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Certificate

User’s distinguished name
User’s public key

User’s Credentials

Serial number
Issuer name
Expiration date

CA's signature

Distinguished Name (DN)
according to X.500

Example:

Common name (CN) = Jens-Peter Kaps
Country name (C) =Uu

State or province name (ST) = VA

Locality name (L) = Fairfax

Organization name (O) = George Mason University
Organizational unit name (OU) = ECE

Other fields permitted:

Street address (SA) Description (D)
Post office box (PO Box) ~ Telephone number (TN)
Postal code (PC) Serial number (SN)

Title (T) 2




The exact X.509 Certificate Format

Version

Tertifieate
Serial Number

Signature

deniiin L
Period of
ity

Subject’s

Issuer Name

Version 1

Subjeet Unique
Identifier

Fxtensions

[Stallings, 2003]

Non-repudiation only

Alice Bob
M, SGN,(M), Cert.,(A, KU,)

Alice’s private key - KR
CA'’s public key - KU,

Notation:

KUy, - public key of X SGN,(M) - signature of X
KRy - private key of X for the message M
Cert, (X, KU,) - certificate e
issued by Y for the user X

Confidentiality only

On-line
database

Certg,(A, KU,
Certg,(B, KUy)
Certg,(C, KU
Certg,(D, KU,)

Certg,(B, KUy)

Kas(M), KU (K1)

Alice Bob

CA's public key - KU, Bob’s private key - KR
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Confidentiality and Non-repudiation

On-line
database

Certg,(A, KU,
Certg,(B, KUy)
Certg,(C, KU
Certg,(D, KU,)

Certg,(B, KUy)

SGN,(M), Certea(A, KU ), Kug(M), KU (K )

Alice Bob

Alice’s private key - KR Bob’s private key - KR
CA'’s public key - KU, CA's public key - KLL,

Public Key Infrastructure

M, SGN,(M), Certyy (A, KU,), Cert,,(GMU, KUg,),
Cert,(Fairfax, KU, Certs(VA, KU,),

VeriSign Public-Key Certificate Classes

TA Private Key Protection | Certificate Applicant and
‘Subscriber Private Key
Protection

ClassT | Automaied umambiguons | PCA. ustworthy hardware,| Encrs o soltware (N | Web-browsing and
name and -l address fivare [ protocied) recommended | ertain ¢l wsage
but ol required *

search
Class2 | Same & Class 1. plns PCA and CA- tristworthy | Encryption soltware (PN | Indisidual and iiea- and
utomated enrollment hardware protecied) required i

information check plus
utomated address check

PCAand CA- tristworthy | Encryption soltware (FIN

hardware

Class3

recommended but not

Authority
public primary certification authority
dentifcation Number

on A hory Admior [Stallings, 2003]




Certificate Revocation Lists (CRLS)

Issue time
Issuer (CA’s) name
Serial numbers of revoked certificates

CA's signature

Certificate is valid if

« it has a valid signature of CA
« did not expire

« is not listed in the CA’s most recent CRL
31

The exact X.509 CRL Format

Signature algorithm
identifier L
Issner Name
This Update Date
Next Update Date

kemkm{ wser vertificatr

certificate Fevacation date

Revoked
certifieate

Signature

[Stallings, 2003]

Advantages of Certification Authorities over
Key Distribution Centers

« CA does not need to be on-line

« CA is relatively easy to implement

« CA crash = no new users in the network but

all old users operate normally

« certificates are not security sensitive, they
can be stored in a public database, and transmitted
over a public network

« compromised CA cannot decrypt messages
(without first impersonating one of the users)
only active attacks can be mounted using CAs
private key




Authenticated key agreement

A’s static J A’s static B'’s static ‘ B's static
private key ~ 77" publickey  public key - "3’ private key
A’s ephemeral B'’s ephemerall
private key private key

Y
A’s ephemeral
public key

B’s ephemeral
public key

Secret
derivation

Pretty Good Privacy
PGP

Email Security

« email is one of the most widely used and
regarded network services

« currently message contents are not secure
—may be inspected either in transit

— or by suitably privileged users on destination
system




Pretty Good Privacy (PGP)

widely used de facto secure email
developed by Phil Zimmermann

selected best available crypto algs to use
integrated into a single program

available on Windows, Unix, Macintosh,
and other systems

originally free, now have commercial
versions available also

PGP — Authentication Only

Source A———»

Notation: M - message
H — hash function
EP — public key encryption
|| - concatenation
Z - compression using ZIP algorithm
KR- private key of user A
KY- public key of user A

Non-repudiation
Alice Bob

Message Signature Message Signature

Hash value 1
Hash value

yes no

T
y By Hash value 2,
Public key I__Ll Public key
cipher cipher '—‘

Alice’s private key Alice’s pubf? key




PGP — Confidentiality Only

0 Awhemision orly Exe

Notation: M - message

Z - compression using ZIP algorithm
EC / DC — classical (secret-key) encryption

EP / DP — public key encryption / decryption

| - concatenation
K - session key

KR- private key of user B
K- public key of user B

/ decryg
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Hybrid Systems - Sender’s Side (2)

Alce
session key

(D random

Secret
key cipher

Public
key cipher Bob's
public
® key
en?:?ipstigg 5§i¥1g Message encrypted
Bob’s public key using session key "

Hybrid Systems - Receiver’s Side (2)

Bob
session key [
random Secret
key cipher

Public
key cipher Bob's
private
key
en?:?ipstigg 5§i¥1g Message encrypted
Bob’s public key using session key -




PGP — Confidentiality and Authentication

) Contiderally and authenticzson

Notation: M - message
H — hash function
Z - compression using ZIP algorithm
EP / DP — public key encryption / decryption
| - concatenation
EC / DC — classical (secret-key) encryption / decryg
K - session key
KR/ KR, — private key of user A/ B
KUY/ KU, — public key of user A/ B 3

Transmission and Reception
of PGP Messages

T
-,m Ty K] 1T Y]

[Stallings, 2003]

PGP Operation — Compression

by default PGP compresses message after
signing but before encrypting

— S0 can store uncompressed message & signatur
for later verification

— & because compression is non deterministic
uses ZIP compression algorithm

a5




Mayjor idea behind ZIP compression

the brown fox jumped over the brown foxy jumping frog
P |

'
-

the brown fox jumped over 0264134 Yy 0275, ing frog

[Stallings, Z003]

Radix-64 Conversion

24 bi

4 characters = 32 bit:

[Stallings, 2003]

Radix-64 Encoding

6-bit value _chiaracter | 6-bil value _character
encoding encading
T 0 o ] ¥
1 B 17 R S h 4 x
2 c 13 s 34 i 50
3 n 19 ] 3 i 51 .
4 v 20 u 36 L 52 0
5 | 2 v 37 | 53 '
6 G b2 W 38 m 54 2
7 u x X 3 n 55 3
§ 1 2 v @0 ) 56 4
9 ] 2 z 4 P 57 5
10 K 2% a 2 ) 58 6
1 L 2 b ) . 50 7
7 M 2 a . 60 8
1 N 2 4 5 i 61 9
1 o 3 e 16 u @ +
15 r 31 0 7 v 63
(pad) -

[Stallings, 2003]




General Format of PGP Message

Content

4
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[Stallings, 2003]

Summary of PGP functions

Function

Algoritlms Used

Description

Digital sl enature

DSSSHA or RsA/sHa [SHA 1

A hash code of
This message dig

using DSS or RSA with the sender

private key and included with the message.

ncrypred usi
FS with a one time
sender. The session

Compres

A message may be
or transmission, usi

Exmail compatibility

Radix 64 conversion

n encryy
converted 1o an ASCIL string

w©
4 conversion

enltion

To accommodate
1 perl

i e
limitations, PGL performs segm
and e b

orms e

[Stallings, 2003]

Private Key Ring

Private Key Ring

Timestamp Key ID* Public Key Encrypted User 1D
Private Key
I KU, mod 2% KU, Lol KK 1 User

[Stallings, 2003]




Public Key Ring

Public Key Ring

Thncstamp | Rey 0| Public Key | Owner Trast | User 107 Key Sianaturer,
Legitimacy

* = field used o ndex able

[Stallings, 2003]

PGP Message Generation
(without compression or radix-64 conversion)

Publc key ring

Output

[Stallings, 2003]

PGP Message Reception
(without compression or radix-64 conversion)

Public key ring

Compare

[Stallings, 2003]




PGP: Flow of trust

Manual exchange of public keys:

Las Vegas Edinburgh

Bob < David David - Betty
Bob David Betty
(Washington) (New York) (London)

David, send me Betty's public key

Betty’s public key signed by David

message encrypted using Betty’s public key

PGP Trust Model

[Stallings, 2003]

Contents of Trust Flag Byte

GWNERTRUS

[Stallings, 2003]




