ECE 646 - Lecture 5

Mathematical Background:
Modular Arithmetic
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Name: GMU ECE 646
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—_——
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Motivation:

Public-key ciphers




RSA as a trap-door one-way function

PUBLIC KEY
message \ ciphertext
M C =f(M) = Memod N C
\ M =f4(C) = C'mod N
PRIVATE KEY
N=PIQ P, Q - large prime numbers
e =1 mod ((P-1)(Q-1)) 6
RSA keys
PUBLIC KEY PRIVATE KEY

e, N . d, P,
{ } 5 { Q}

P, Q: P, Q - large prime numbers
N: N=PIQ
e: gcd(e, P-1)=1 and gcd(e,Q-1)=1
d: e =1 mod ((P-1)(Q-1))
Mini-RSA keys
PUBLIC KEY PRIVATE KEY
{e.N} {d,P,Q}
P, Q: P=5 Q=11
N: N=PQ =55

e: gcd(e,5-1)=1 and gcd(e, 11-1) = £=3

d: 3™ =1 mod 40 dZZZ




Mini-RSA as a trap-door one-way function

PUBLIC KEY
message ciphertext

M=2 C=f2)=2mod55=8  C=8

\ M=fiC)=&

N=51 5,11 - prime numbers

mod 55 =2

PRIVATE KEY

327 =1 mod ((5-1)(11-1)) °

Basic definitions

General Notation

Z —integers
[] - there exists [1 - there exists unique

0 - forall

O - belongs to O - does not belong to




Divisibility

alb a dividesb
ais a divisor of b

alb iff OcOZ suchthat b=

atb a doesotdivideb
asnota divisor of b

True or False?

3|18 14|7 7|63 -13|65 14|21 14

0|63 7|0 5|0 0]0

Prime vs. composite numbers

An integerp = 2 is said to berime if its only positive
divisors are 1 ang. Otherwise, p is calledomposite




Prime or composite?

115 7 2 0 1 -13 103
1117 1239 1427

See

“The Prime Pages: prime number research,
records, and resources”
by Chris Caldwell

http://www.utm.edu/research/primes/

Greatest common divisor

Greatest common divisor ofa and b, denoted bycd(a, b),
is the largest positive integer that divides be#ndb.

d=gcd @ b) iff 1)d|a andd|b
2) it]a andc|b thencsd

gcd (8, 44) =
gcd (-15, 65) =

gcd (45, 30)

gcd (31, 15)

gcd (0, 40)

ged (121, 169) =




Relatively prime integers

Two integers andb arerelatively prime or co-prime
if gcd(@, b) =1

Properties of the greatest common divisor

gcd (@ b) = ged @-kb, b)
foranyk & Z

Quotient and remainder

Given integers a andn, n>0
0 g,rdz suchthat

a=qlh +r and 0<r<n

g — quotient q :‘%J =adivn
r — remainder r=a-qm :a_‘ijm =
(ofa divided byn) n

=amodn




1 mod5 =

-32 mod 5 =

Integers coungruent modulo n

Two integers a and b acengruent modulo n

(equivalent modulo n

written a=b
iff
amodn =bmodn
or
a=b+kn, k&2Zz
or
nja-b

Laws of modular arithmetic




Rules of addition, subtraction and multiplication
modulo n

a+bmodn = ((@amodn) + (b modn)) modn

a-bmodn = ((@amodn) - (b modn)) modn

a[b modn = ((a modn) (b modn)) modn

9-13mod5=

25 - 25 mod 26 =

Laws of modular arithmetic

Regular addition Modular addition
at+b=a+c a+b =a+c (modn)
iff iff
b=c b =c (modn)
Regular multiplication Modular multiplication
If alb=alt If alb =alt(mod n)
anda # 0 and gcdq, n) =1
then then

b=c b=c (mod n)
26




Modular Multiplication: Example

18 = 42 (mod 8)
6B =607 (mod 8)

3 # 7 (mod 8)

X

6kmod8 O 6 4 2 0 6 4

X

50kmod8 0 5 2 7 4 1 6,

The RingZ

* Mathematical Structure
 Consists of:
—Theseiz ={0,1,2,.. m1}
— Two operations “+” andX” for alla,beZ_ s.t.
«a+b=cmodm(cez)
eaxXb=dmodm(dezZ)

Properties of Rings

1. Additive Identity is the element zero “0”
a+0=amodm, foranyae Z

2. Additive Inverse “-a” of “a” is s.t.
a+ (-a) = 0 modm; -a=m-aforanyae Z

3. Addition is closed for anya, be Z ,a+be Z
4. Addition is commutative: for anya, be Z ,a+b=b+a

5. Addition is associativefor anya, be Z ,
(a+b)+c=a+(b+c)




Properties of Rings

1. Multiplicative Identity is the element zero “1”
ax 1=amodm, foranyae Z

2. Multiplicative Inverse “a'” of “a” is s.t.
a X a' =1 modm; for anya€ Z _; Condition: gcdg,m)=1

w

Multiplication is closed: for anya, be Z ,aX be Z

»

Multiplication is commutative: for anya, be Z ,
axXxb=bxa

. Multiplication is associative for anya, be Z ,
(ax b)=a(bx c)

[$2]

Algorithms

Euclid's Algorithm

» Compute gcd(22,6)

o 6 6 6 9cd(22,6)=gcd(6,4)
n % gcd(6,4)=gcd(4,2)
VA _

. Zé gcd(4,2)=2




Euclid's Algorithm

Compute ged(gr,); r, >,

index
2 =0 r+h ng(IE)r rl) =gcd (Ex rz)
3 n=grn+n ng(rlr rz) =gcd (E! r3)
m rmrzz anf rmrl + rm ng(I;an, rmrl = ng (rnrl’ rm)
r,=qe°r +0 ged(r, r)=ged (r ., r)=r,
/I'ermination Criteria
33
T .
Euclid's Algorithm
Example: Compute gcd(973, 301); >r,
index ‘ ‘
2 =01 *0 973 =3-301 + 70
3 n=gr+n 301=4+70+21
4 =01+, 70=3-21+7
5 LEger i 21=3-7+0
gcd(973, 301)=ged(21, 7) =7 Termination Criteria

34

Multiplicative inverse modulo n
Themultiplicative inverse of a modulo n is aninteger [!!!
X such that

afk=1 (modn)

The multiplicative inverse ad modulon is denoted by
a' mod n (in some books a d).a
According to this notation:

alfb'=1 (modn)




Extended Euclidean Algorithm

Given r, r, there exist s, t such that §+tre r=ged(r, r); 1, > 1,
index | Euclid's Algorithm n=sern+ttern

2 =0 +h L=l =S L+tern

3 =gty ry= 1001, = 1-0,(ry-g,°r,)
=[-q,]r, + [1+q-q,]r,
=S then

i =q.. r=ser +ter
! PR Phll P ! L B

—q . r =gcd(r, r) =S *r +t or
m o= Goa® o ¥ 1 woged(f 1) =85, 1+t 1

Extended Euclidean Algorithm

* Recursive Formulae:

s, =1 t=0
s, =0, t=1
ST%27 %5 t=t,-q, L, i=2,3,4,...

« Ifged(r,r)=1,thent=r'mody

Extended Euclidean Algorithm
Compute 20 mod 117; y= 117, =20
index‘ 2= Gy fiy ‘anl‘ $¥%.0: Se | §56-4, Ly
2 | 1,=117=520+17/ 5|5,=1-5+0=1] t,=0-5+1=5
[=20=1:17+3 |1|5=0-1+1=-1t=1-1+5=6
r,=17=53+2 5|s,=1-5+-1=61,=-5-546=-3¢

g~ W

r3:3:1.2+1 j_Ss:-l—l'G:- t5=6—1°-35=4

r,=1=gcd(117, 20), i.e., we are done; 1200d 117 = t= 41
Test: 2041 =820=7+117 +1 =1 mod 117




Extended Euclidean Algorithm

Compute 20 mod 117; y=117, =20
index‘ P PP ‘anl‘ $538,-0,°Sy ‘ =170, b,
2 | 1,=117=520+17 5[5,=1-5:0=1](,=0-5+1="5
3 r1=26/:1-_1?’+73 1|s,=0"1.1=- t3=f—1-—5‘;6
4 r,= 17: Be 3‘+ 2 5|s,= - ’5/0/—1': t,= 5% 57.6‘: 3t
5 | r=g%12+1 1]8§=-1-1+6=Ft =6%1.-35=4

r,=1=gcd(117, 20), i.e., we are done; 1200d 117 = t= 41
Test: 2041 =820=7+117 +1 =1 mod 117

39

Motivation

Breaking ciphers

40

Historical ciphers

Affine Cipher
Key:

Key=(k, k)  k, k00, 25], ged (k 26)=1
Encryption transformation:
¢ =f(m) = k, M + k, mod 26

Decryption transformation:
m, = f1(c) = k G - k) mod 26

a1




Coding characters into numbers

A -0 N - 13
B - 1 O - 14
Co2 P - 15
D - 3 Q - 16
E - 4 R « 17
F o5 S - 18
G- 6 T - 19
Ho 7 U - 20
| - 8 Voo 21
J <9 W e 22
K - 10 X - 23
L - 11 Y - 24
Mo 12 Z - 25 “

Historical ciphers

Affine Cipher — Example (1)
Key:

Key = (k, k) =(3,11) 3,110][0, 25], gcd (3, 26)=1
Encryption transformation:
¢ =f(m) =30m + 11 mod 26

Decryption transformation:
k,'=3'mod 26 =9 because 3[Bmod26=1

m, = f(c) = 90, - 11) mod 26

43

Historical ciphers
Affine Cipher — Example (2)

coding encryption decoding

N— 18— 33+11mod26=24—" Y
S — 18— 3M8+11mod26=13— N

A— 0 — 3M+11mod26=11 — L




Historical ciphers
Affine Cipher — Example (3)

coding decryption decoding
Y — 24— 9[(24-11)mod 26 =13— N
N— 13— 9[013-11)mod26=18— S
L— 11— 9O11-11)mod26=06— A

45

Breaking the affine cipher (1)

Step 1:Establish a relative frequency of letters
in the ciphertext

Ciphertext:

FMXVE DKAPH FERBN DKRXR SREFM CRUDS
DKDVS HVUFE DKAPR KDLYE VLRHH RH

ABCDEFGHI JKLMNOPQRSTUVWXYZ

mo o

46

Most frequent single letters

Average frequency in a random string of letters:
1

— =0.038=3.8%
26

Average frequency in a long English text:

E —13%
T,NR,I,O,A 'S —  6%-9%
D, H,L — .5%0-4.5%
C,F,P,UMY,G W,V —  1.5%-3%
B, X,K Q,J,Z — <1%

a7




Breaking the affine cipher (2)
Step 2: Assuming the relative frequency of letters
in the corresponding message, derive
the corresponding equations

Assumption: Most frequent letters in the message: E and

Corresponding equations:

E-R f(E) =R
T-D f(T) =D
4,17 f(4) =17
19 . 3 f(l9) =3

48

Breaking the affine cipher (3)
Step 3:Solving a set of equations for unknownsakd k

f(4) = 17
f(19) = 3

g

4k, + k,=17 (mod 26)
190k, + k,= 3 (mod 26)

g
150k, =-14 (mod 26)

g
150k, =12 (mod 26)

49

Solving equations of the forma [x=b mod n
(linear congruences)

The equation
atk=bmodn
has
1. one solutioniff gcd@ n) =1
x =at [b (modn)

2.no solutions iff d=gcd@, n)#1,and d}b

3.dsolutions iff d=gcd@,n)#1, and d|b

The solutions are
X % +0/d, X, +200/d, x,+ 3/, ..., X, + (d-1) O/,
where x, = (a/d)* Ob/d) (modn/d)

50




Solving equations of the forma [x=b mod n
(linear congruences)

Case 1:
0 X n
Case 2:
0 n
Case 3.
n n/d




