ECE 646: Lecture 9

Advanced Encryption Standard

Why a new standard?

1. Old standard insecure against brute-force attacks

2. Straightforward fixes lead to inefficient

implementations
K1 K2 K3

*Triple DES  in - |4 1 | ou

3. New trends in fast software encryption
» use of basic instructions of the microprocessor
4. New ways of assessing cipher strength

« differential cryptanalysis
* linear cryptanalysis

Why a contest?

* Focus the effort of cryptographic community

Small number of specialists in the open research

« Stimulate the research on methods of constructing
secure ciphers

* Avoid backdoor theories

» Speed-up the acceptance of the standard




External format of the AES algorithm

plaintext block

128 bits

AES

4 L

128 bits

ciphertext block

key

128, 192, 256 bits

Rules of the contest

Each team submits

Detailed
cipher
description

Justification
of design
decisions

Tentative
results
of cryptanalysis

Source Source

code code Test

inC in Java vectors
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AES Contest Effort
June 1998
15 Candidates Round 1

from USA, Canada, Belgium, 3 -

ecurity

France, Germany, Norway, UK, Isreal,

Korea, Japan, Australia, Costa Rica

Software efficiency

August 1999 {}

5 final candidates

Mars, RC6, Rijndael, Serpent, Twofisk

Round 2

n

Security
Hardware efficiency

October 2000——————

1 winner: Rijndael
Belgium




AES: Candidate algorithms

North America (8)

Canada:
CAST-256
Deal

USA: Mars

RC6
Twofish
Safer+
HPC

Costa Rica:
Frog

Europe (4)

Germany:
Magenta

Belgium:
Rijndael

France:
DFC

Israel, UK,
Norway:

Serpent

Asia (2)
Korea:

Crypton
Japan:
E2

Australia (1)

Australia:
LOKI97
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First round June 1998-August 1999

Security

Resistance
to known attacks,
randomness tests PC

Software
implementations

Smart cards

Survey filled by 104 participants of the

Second AES Conference in Rome, March 1999

1. Rijndael +76

2. RC6 +73

3. Twofish +61 Overwhelming YES
4. Mars +52

5. Serpent +45

o B2 14 Mild YES

. CAST-200 =Z

8. Safer+ -4 ;

9 DEC 5 Middle-of-the-Road
10--Crypton 15 -

11. DEAL -70 Mild NO

12. HPC =77

13. Magenta -83

14. Loki97 -85 Overwhelming NO
15. Frog -85




AES Finalists (1)
USA

Mars - I1BM
C. Burwick, D. Coppersmith, E. D’Avign,
R. Gennaro, S. Halevi, C. Jutla, SMAtyas,
L. O’Connor, M. Peyravian, D. Safford,
N. Zunic

RC6 - RSA Data Security, Inc.
R. Rivest - MIT
M. Robshaw, R. Sidney, Y. L. Yin - RSA

Twofish - Counterpane Systems
B. Schneier, J. Kelsey, C. Hall, Nrdteson
- Counterpane, D.Whiting - Hi/fn,
D. Wagner - Berkeley 10

AES Finalists (2)

Europe

Rijndael - J. Daemen, V. Rijmen
Katholieke Universiteit Leuven
Belgium

Serpent- R. AndersonCambridge, England
E. BihamTechnion, Israel
L. Knudseryniversity of Bergen Norway
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Second round August 1999-August 2000

Security Hardware
Resistance to implementations

new attacks / AN

FPGA ASIC

12




AES contest: Second Round

- 13-14 April 2000

3rd AES Conference in New York
~ 15 May 2000

End of the comment period for Round I

—2 October 2000 Winner announced

— November 2001 FIPS-197: AES announced

- May 2002 Standard becomes effective
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How NIST has made a final decision?

BASIC CRITERIA =

security
software efficiency
hardware efficiency

flexibility

14

Security

15




Security: Theoretical attacks better

than exhaustive key search

Serpent 9 | ‘23 | | | 32
Twofish 6 } \ 10 |16
Mars 11 5 ]16 without|16 mixing rounds
Rijndael 7 [3] 10
RC6 ‘ 15 ‘ 5 | 20

0 5 10 15 20 25 30, 3

# of rounds in the attack/total # of rounds
Security: Theoretical attacks better
than exhaustive key search

Serpent 28% | | ‘72%
Twofish 38% 25
Mars 69% \ 31%
Rijndael 70% 30%
RO [ [ ] 7\5% [ ] [ 257/0

0

10 20 30 40 50 60 70 80 1790 1
# of rounds in the attack/total # of rounds_100%

Security: Authors of attacks

Gilbert,
Gilbert,

Team Attacked cipher
Twofish

Kelsey, Kohno, Schneier MARS

Ferguson, Stay, Wagne

Whiting Serpent
SEIEET Rijndael

Knudsen, Meier

RC6

Other groups

Lucks,U. Mannheim Twofish

Minier, France Telecom
Handschuh, Joux, Vauden&yance Tel ecom




NIST Report: Security

Security Margin

High Serpent U
Twofish
Adequate Rijndael
RC6
Simple Complex .
Complexity
Efficiency -

What's more important:
software or hardware?
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Historical view

Secret-key ciphers Hash functions

1970 +

DES - optimized fohardware
1980 DES-based hash functiong

T — optimized forhardware

1990 | ;

Fast Software Encryption: MD4-family

ciphers optimized fosoftware: ~ Optimized primarily

e.g., RC5, Blowfish, RC4 for software
20007 AES - optimized for

software and hardware

time 2




Software or hardware?

SOFTWARE HARDWARE

security of data
during transmission

random key
generation

low cost

flexibility

access control
to keys

(new cryptoalgorithms,
protection against new attacks)

tamper resistance
(viruses, internal attacks)

A\
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Efficiency indicators
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Primary efficiency indicators

Software Hardware

Speed Memory Speed Area

Power
consumption
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Efficiency parameters

Latency Throughput = Speed
Mi+2
M,
Time to

Encryption/ | | €ncrypydecrypt| gy o
decryption a single block decryption

of data )
Number of bits
encrypted/decrypted
in a unit of time
Throughput :Block_size - Number_of_blocks_processed_simultanesby
Latency 25

Efficiency in software

26

Efficiency in software: Code submitted by authors
200 MHz Pentium Pro, Borland C++
Speed [Mbits/s]

B 192-bit key

30 | 7] 256-hit key
25 — 0
20-'80 80 0 —
15—l
s B e B

Rijndael RC6 Twofish Mars Serpefit




Mean encryption & decryption in software
Code developed by Brian Gladman, UK

200 MHz Pentium Pro, Microsoft Visual C++, ver. 6

Speed 120

[Mbit/s] 1703 B 128-hit key
100
80 70 69 68
60 H— 0 ——
O 27 | 28
0

.. Serpen
RC6 Rijndael I\/larsTwofis;h P [DES *

Efficiency in software: NIST tests

450 MHz Pentium 1, DJGPP gcc
Speed [Mbits/s]

160 B 128-bit key

140 B 192-bit key

120/ [ 1256-bitkey———
100[ |

80 || ]

60 || ]

40 || ]

Al lnon

° Mars RC6 Serpent Twofish Rijndael

Encryption time in clock cycles on various platforns
Twofish team: Bruce Schneier & Doug Whiting

w00, | better

Clock cycles

Pentium Pentium II HP PAB200 |1A-G4

—+—MARS —8—RC6 —i— Rijndael —s—Serpent —%— Twofish




Efficiency in software: Ranking of encryption
speeds for various platforms

Intel Alpha Sun-Sparc H-P
Mars 4 4 2 4 3 2 3 4 4 3 3
RC6 131141 433 5 4
Twofish 2 1 3 21 4 2 2 2 2 2
Rijjndael 3 2 4 3 2 3 111 1 1
Serpent 5 5 5 55 5 5 5 5 4 5
31
NIST Report: Software Efficiency
Encryption and Decryption Speed
32-bit 64-bit DSPs
processors processors
. RC6 Rijndael Rijndael
high Twofish Twofish
Rindael Mars Mars
i Mars
medium Twofish RC6 RC6
low Serpent Serpent Serpent

3Z

NIST Report: Software Efficiency

Encryption and decryption speed in software
on smart cards

high

medium

low

8-bit 32-bit
processors processors
- Rijndael
Rijndael RC6
RC6
Mars Mars
Twofish
Twofish
t
Serpen Serpent

33




Efficiency in software: Key setup, author codes

25000

[ 128-bit key
20000 | - m

] 256-bit key

[ |

15000 better
10000 — —
5000 — —
(ol

200 MHz Pentium Pro, Borland C++
Time [clock cycles]

Rijndael RC6 Mars Serpent Twdfish

Time

Key set-up time in software
Code developed by Brian Gladman, UK

200 MHz Pentium Pro, Microsoft Visual C++, ver. 6

9000

8414

clock 5000 [ 128-bit key -
cycles]
7000 ]
6000 N
5000 4316 N
4000 N
3000 2402 —
2000 1389 JEZ N
1000 | 305 o
0 @;_ dec 35
Rijndael RC6 Serpent Mars Twofish
NIST Report: Software Efficiency
Key scheduling
32-bit 64-bit DSPs
processors processors
high Rijndael Uit Serpent
. Mars RC6 Mars
medium RC6 Serpent RC6
Serpent Mars .
low Twofish Twofish ST

36




NIST Report: Software Efficiency

Key scheduling
on smart cards

8-bit
processors

high Rijndael

di Mars
medium Twofish

RC6

low Serpent
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Efficiency in software

Strong dependence on:

1. Instruction set architecture
(e.g., variable rotations)

2. Programming language
(assembler, C, Java)

3. Compiler

4. Programming style
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Efficiency in software: Conclusions

Encryption/decryption
Strong variation of results

Serpent the worst for majority of platforms

Key setup

Moderate variation of results
Rijndael and RC6 the best for majority of platforms
Twofish and Serpent the worst for majority of
platforms

39




Efficiency in hardware

40

Primary ways of implementing cryptography

in hardware
ASIC FPGA
ApplicationSpecific Field Programmable
| ntegratedCircuit GateArray

* designs must be sent * boughtoff the shelf
for expensive and time and reconfigured by
consumindabrication designers themselves

in semiconductor foundry _ _
* no physical layout desig

» designed all the way design ends with
from behavioral description abitstreamused
to physical layout to configure a device

a1

Which way to go?

ASICs FPGAs

Off-the-shelf

High performance

Low development cost%

L Low power ]
Short time to the market

Low cost (but only

in high volumes) Reconfigurability




Capabilities of reconfiguration (1)

External ROM and microprocessor enables
changing the FPGA function in several milliseconds

Various algorithms

FPGA FPGA FPGA

Triple DES E> AES E> Skipjack
5-15ms 5-15m
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Top level blockdiagram

control ]

l I input/key
Control ‘ input interface

unit l 77777777777777777777777777777777

key

scheduling

encryption/decryption @ ,,,,,,,,,,, i

memory of
‘ output interface‘ internal keys

1 output h

Typical Flow Diagram of
a Secret-Key Block Cipher

Round Key[0]

7‘ Initial transformatioﬁ

i=1

Cipher Round

Round Keyfi]
ii=i+1

#rounds

Round Key[#rounds+1] l

4-‘ Final transformation\ i




Basic iterative architecture

1

| register |

!

combinational
logic

one round
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Efficiency in hardware: FPGA Virtex 1000: Speed
Throughput [Mbit/s]

500 431 444 [ | George Mason University

450 — 414 Il University of Southern California

|| .

400 I Worcester Polytechnic Institute
3507
3007 |
2507
2007 |

150[

100[

50 [

O Serpent Rijndael Twofish Serpent RC6 Mars
13 1

Efficiency in hardware: FPGA Virtex 1000: Area
Area [CLB slices]

9000 [ ] George Mason University 7964
8000 Il University of Southern California

7000 [ Worcester Polytechnic Insfitute

6000
5000
4000
3000
2000
1000

O Twofish RC6 Serlpl)entRijndaeI Mars Seleéeﬂt




ASIC implementations: NSA group

700
600
500
400
300
200
100

0

606

128-bit key scheduling
- 3-in-1 (128, 192, 256 bhit) key scheduling

202 202

105 105 103 104

RC6 Mars
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Rijndael Serpent T ofish
1

Encryption Key Setup Latency js]
9.551.96 5.74

NSA

- usc

Mars RC6 Rijndael Serlgent Twofish

Encryption vs. Decryption Key Setup Latency jis]

9.55 9.55 5.74 5.74

encryption

decryption
0.67

2
oO.

Rijndael SerIE)Lent Twofigh




NIST Report + GMU Report:
Hardware Efficiency

Feedback cipher modes: CBC, CFB
Speed

High Rijndael | Serpent

Twofish
RC6

Medium

Low MARS

Small Medium LargeArea 52

Feedback cipher modes - CBC
Ml M2 M3 I\/IN-l I\/IN

D~ D D

Cl Cz C3 CN—l CN

C,= AESM, O 1V)
C,=AESM,O0C.) fori=2..N
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Non-feedback Counter Mode - CTR

AV IV+1 IV+2 IV+N-1 IV+N
E E E E
M 0 M 1 M 2 M N-1 M N
—P e — el
C:l CZ C3 C:N-l C:N

C. =M O AES(IV+)  fori=0..N




Increasing speed by paralleprocessing

\

-

Encryption/| Encryption/| Encryption/
decryption decryption decryption
unit unit unit
Encryption/ Encryption/ Encryption/
decryption decryption decryption
unit unit unit

/
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Increasing speed using pipelining

Cipher 1 Cipher 2
round 1 round 1
\ round 2
target
clock
period,
e.g., 20 ng ‘ round 10
round 16 [ 1
block size
Speed = :
| target_clock_perjod
we Pipelined operation of the encryption unit
cycle 1 2 3 4 5 6 7 3
B1 B2 B3 B4 B5 B6 B7 B8
B1 B2 B3 B4 B5 B6 B7
Bl B2 B3 B4 B5 B6
B1 B2 B3 B4 B5
clock
cycle o 10 11 12 13 14 15 16
B9 B10 B11 B12 B13 B14 B15 B16
B8 B9 B10 B3 B4 B5 B6 B7
B7 B8 B9 B2 B3 B4 B5 B6
B6 B7 B8 B9 B10 B11 B12 B13

57




Encryption in non-feedback modes (ECB, counte
decryption in all modes

Speed [Mbit/s] _ .
7000 Rijndaet —— 6.4 Gbit/s

e ‘

J i /

6000 Serpent/ RC6 Mars

5000 TWO/ﬁSh
4000 / /

3000

2000 /?/ . Assuming clock period=50 MHz

1000 g‘{%_f °

O 0 10000 20000 30000 4000050000 60000
Area [CLB slicégs]

NIST Report + GMU Report:
Hardware Efficiency

Non-feedback cipher modes: ECB, CTR
Speed

Rijndael
High Serpent I\R/Igfs
Twofish
Medium
Low

Small Medium Large Ared

Flexibility

60




Flexibility: Criteria

* Additional key-sizes and block-sizes

* Ability to function efficiently and securely inaide
variaty of platforms and applications
low-end smartcards, wireless - memory regoents
IPSec, ATM - key setup time in hardware
B-ISDN, satellite communication - encryptigpeed
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Survey filled by 167 participants of

the Third AES Conference, April 2000
# votes

100
90
80
70
60
50
40
30
20
10

0 ,
Rijndael Serpent Twofish RC6 Mar§

Ranking by participants of the AES3 Conference

Positive votes — negative votes
# votes

100
80

60 %
-

o E B e
-20
-40
-60

'80RijndaeISerpent TwofishRC6 Mars s




Leading candidates (1)

Rijndael

+

» fastest in hardware * security margin
* close to the fastest in software

* very high flexibility
novel ideas
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Leading candidates (2)
Serpent

+

« large security margin * slow in software
« conservative construction  * moderate flexibility
* very fast in hardware

* cryptanalytical reputation of authors
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Leading candidates (3)

Twofish

+ —_

* good security margin » moderately fast
: : in hardware

» fast encryption/decryption

in software « slow key setup
in software
* American

» moderate flexibility
* strongly advertized

66




Major operations

67

Major operations of AES finalists

Serpent Rijndael

Twofish RC6

Mars

S-boxes

Multiplication
in GF(2m)

Integer
multiplication

Variable
rotation

68

Auxiliary operations of AES finalists

Serpent

Twofish

Rijndael RC6

Mars

Boolean

Fixed rotation

Addition/
subtraction

Permutation

69




Types of ciphers
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AES: Types of candidate algorithms

Feistel Networks Modified Feistel
Network
Twofish Deal
E\g ! LOKI97 nRAigs
M t
DFC agenta CAST-256
Substitution- Others
Linear Transformation
Networks Frog
HPC
Rijndael Safer+

Serpent Crypton

71

Feistel Network: Single Round of Twofish

D[3] D[2] D[1] D[0O]
K2r+8 K2r+9

| |

F - function

D3] D'[2] D[1] D'[0]

[ ] -unitsshared between encryption and decryption 72




Modified Feistel Network: Single Round of MARS

D[3] D[2] D[1] D[O]
k K k=K[4+2i],
Lo k= K[5+2i],
i- d no.
EE‘ % | I - roun
i) out2 E n
out3

|

D[3] D[2] DT[] D'[0]

D - units shared between encryption and decryption b

Substitution-Linear Transformation Network:
Single Round of Serpent

f128

S-boxes

l

‘ Linear Transformation

K[l fan)
128

128

D - units shared between encryption and decryptiorr4

Substitution-Linear Transformation Network:
Serpent in Hardware

J{128

‘ initial permutation ‘
128
128 128

KO, ..., K7, K32 encryption | | decryption | K32, ..., K7, KO
block block

128 128

128

final permutation

7128 g




Substitution-Linear Transformation Network:
Rijndael in Hardware

[ | - unitsshared between encryption and decryption
|

+
inversed affine
transformation
encryption ¥ decryption
Inversion in GF(28)
|
¢ 3
affine ‘ InvShiftRow ‘
transformation
1 o subkey
| shiftRow |
T ‘ InvMixColumn ‘
‘ MixColumn ‘
67'* subkey
76

Number and complexity of rounds

77

Number vs. complexity of a round

Number of rounds

507 o Triple DES
40 L

o Serpent o Mars
30+
20 ° RC6

5 DES e Twofish

Rijndael
10+ ! :
Complexity of a round
78




Rijndael

79

External format of the AES algorithm

plaintext block

128 bits

AES key

128, 192, 256 bits

@ 128 bits

ciphertext block

80

Iterative cipher

Round Key[0]

7‘ Initial transformatioﬁ

ii=1

Round Keyfi]

Cipher Round . j

#rounds

Round Key[#rounds+1] l

4-‘ Final transformation‘ o




One round of a
Substitution-Linear Transformation Network
cipher

J{128

S-boxes

l

‘ Linear Transformation

K[l )
128

128
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Input, internal state, and output

128 bits = 16 bytes

EX

Q0| Boo| Bo0| Bo1| Buy| Boa| Bo1|Bo2| Bup| o2l Byp| Bos| Bua| Bos| By

column O column\l 7Iung/column 3
0| 1| 2| B3

Qo| 8| By 8yg
Bo| B1| S| B3

@ NENED o

Order of bits within a byte

e w|\|:|1|4|\'|r~|" val\ul\\l\:l\:lulws Ml\?l\\lwl:ul:\|::|:‘~
0 I 2
T T T T T T T T T T T T

Figure 2. Indices for Bytes and Bits.
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Order of bytes within
input, internal state, and output arrays

input bytes State array output bytes
ing | ing | ing | in> Soo | Soq1 | So2 | Sos outly | ouly | oulg |ouiy>
iny | ins | ing | ims N Sio | S| S| $51s BN ouly | ouls | oul (o3
iny | ing | i | iy Sao | 821 | S22 | S22 ouly | ouly |0t |out s
ing | ing | ingy | ins Szo | 530 | 820 | 525 outs | outs |outy, |out, s

Figure 3. State array input and output.
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Variable block size
Allowed only in the initial specification of Rijndael

ENENED

&0 81

A1 &) 85y

Bo2| 2| &

&) 8o

Q3| B3| B3|

128 bits 192 bits 256 bits

//

ao,o ao,l ao,z a0~3
Q| Ay, g
%%%%%
80| Bz1| &3 33'3
01 2 3 45 67

I%//

.

///////
_

N

B
~

.

Nb columns =Nb 32-bit words ~ \P=4 6 &' 8

Key, Internal keys

Variable key size
kO,O k1,0 kZ,O k3,0 kO,l kl,l

k2,1

k3,1

k0,2

kl,2

k2,2

k3,2

k0,3

kl,3

k2,3

Ky -+

128 bits 192 bits 256 bits

0777
Ko ko,3
o
i
2 k3'3
2 3 45 6 7

0,0

o
s

1 2 k1,3

k.
k.
kZ,
k.

[=)

=)
|l x| x| x|~

L
N

2,2 k2,3

k
k3

2

[

3,0

w

1]

0

Nk columns =Nk 32-bit words Nk=4, 6 or 8




Basic transformations
« Uniform, Parallel, Invertible

* No arithmetic operations = no carry propagation

* 4 basic transformations

* ByteSub: nonlinearity

* ShiftRow: intercolumn diffusion
* MixColumn: inter-byte diffusion within column
* Round key addition: mixing key bits

88

ByteSub

S-box —\

%
a,
3 ,
ENENERE

* Bytes are transformed by applying an invertibled®-

* One single S-box for the complete cipher

89

ShiftRow

no shift

cyclic shift left by C1=

d
h

cyclic shift left by C2=

I
I cyclic shift left by C353
p

i)

Block size
128 bits | 192 bits 256 bits v
§ only in the
c1 11 1 initial
§ specification,
c2 2 2 3 not supported by
i the standard
C3 3 i3 4
i 20




High diffusion

A difference in 1 input byte propagates to all 4 output bytes
A difference in 2 input bytes propagates to at least 3 output byte
Any linear relation between input and output bits involves bits fr

at least 5 different bytes (branch number = 5)*

MixColumn

2311
1231

1123®

o

o
=)

3112

o

=
[=)

(=2

N
=)

o

w
<)

Add Round Key

aO,O aO,l aO,Z a0,3 kOO kOl k0,2 k03 bOO bO,l b02 b03
a1,0 al,l a1,2 a1,3 k10 kl,l k1,2 k1,3 blO bl,l b12 b13
aZ,O aZ,l a2,2 a2,3 kZO k2,1 k2,2 k2,3 = bZO b2,1 b22 b23
a3,0 a3,1 a3,2 a3,3 k30 k31 k3,2 k33 b30 b3,1 b32 b33
* simple bitwise addition (xor) of round keys
92
Number of rounds
Key length
Block 128 bits 192 bits 256 bits
length Nk=4 Nk=6 Nk=8
128 Dbits | T T T T
i Nb=4 10 12 14 |
""""""""""""""" réquired by the standard’
1192 bits | .. | . | .. :
i Nb=6 12 12 14 !
1 256 bits i
' Nb=8 14 14 14 :

non-standard exterfsions




Pseudocode for AES encryption

Cipher (byte in[4*Nb], byte out[4*Nb], word w[Nb* (Nr+l)])
begin

byte state[4,Nb]

state = in

AddRoundKey (state, w[0, Nb-1]) // See Sec. 5.1.4

for round = 1 step 1 to Nr-1

SubBytes (state) // See Sec. 5.1.1
ShiftRows (state) // See Sec. 5.1.2
MixColumns (state) // See Sec. 5.1.3
AddRoundKey (state, w[round*Nb, (round+l)*Nb-1])

end for

SubBytes (state)
ShiftRows (state)
AddRoundKey (state, w[Nr*Nb, (Nr+l)*Nb-11)

out = state
end

S-box: substitution values for the byte xy
(in hexadecimal notation)

63| 7c | 77| Tb | £f2 | 6b | 6£ [ c5 | 30| 01 [ 67| 2b | fe | d7 | ab | 76
ca| 82| cO9| 7d| fa | 59| 47| £f0 ]| ad | d4d | a2 | af | 9c| ad | 72 | cO
b7 | £fd | 93| 26| 36 [ 3f | £f7 | cc]| 34| a5 | e5| £f1 | 71| d8| 31| 15
04| c7 | 23| c3| 18| 96| 05| 8a] 07] 12| 80| e2]|eb| 27| b2 75
09] 83| 2c| la| 1b| 6e| 5a| a0 | 52| 3b | d6 | b3 | 29| e3 | 2f | 84
53| dl| 00| ed| 20| fc [ bl | 5b| 6a| cb | be | 39| 4a | 4c | 58 | cf
dO0| ef | aa| fb| 43 | 4d [ 33| 85| 45| £9| 02| 7£| 50| 3c | 9f | a8
51| a3 | 40| 8f | 92 [ 9d| 38| £5| bc | b6 | da | 21| 10| ££ | £3 | d2
44 [ 17| c4 | a7 | 7e| 3d| 64| 54| 18| 73
60| 8l | 4f [ dc| 22| 2a| 90| 88| 46 | ee [ bB| 14| de | 5e| Ob | db
e0| 32| 3a| 0a| 49| 06| 24| 5¢c| c2| d3| ac| 62| 91| 95| e4 | 79
e7 | cB8 | 37| 6d| 8d|db|4e| a9 | 6c | 56| f4 | ea | 65| 7a | ae | 08
ba| 78| 25| 2e| 1c | a6 | b4 | c6| eB | dd| 74| 1f| 4b| bd | 8b | Ba
70| 3e | b5 | 66| 48 | 03 | f6 | Oe | 61| 35| 57| b9 | 86| cl | 14| e
el| f8 | 98 | 11| 69 [ d9 | Be | 94| 9| 1le | 87 | e9 | ce | 55| 28 | Af
Bc| al | 89 ) 0d| bf [ e6 )| 42| 68| 41| 99| 2d | 0f | bO | 54 [ bb | 16

mlelaja|o|e|[o|e]|a|uv]sfwv]m]|o
Q
%
o
aQ
m
w
o
Q
o
H
©
<
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Inverse S-box: substitution values for the byte xy
(in hexadecimal notation)

52|09 |6a|d5 |30 |36 |a5[38 |bf |40 | a3 | % [81 ] f3]|d7]|fb
7c | e3 | 39|82 | 9% | 2f | £f£ [ B7 | 34 | Be | 43 | 44 [cd4 | de | eS8 | cb
54 | 7b | 94 | 32 | a6 | c2 | 23 [ 3d | ee | 4c | 95 | Ob [ 42 | fa | c3 | de
0B |2e|al |66 |28 |d9 | 24| b2 |76 |5b|a2 |45 | 6d|8b|dl | 25

6c | 70 | 48 | 50 | fd | ed | b9 [ da | 5e | 15| 46 | 57 | a7 | 8d | 3d | 84
90 | d8 |ab | 00 | 8c |bc | d3 [ OQa | £7 | e4 | 58 | 05 [ b8 | b3 | 45 | 06
d0 |2c |le [ Bf |ca |[3f |O0f |02 [cl |af | bd |03 |01 | 13| Ba | éb
91 | 11 [ 41 |4f |67 | dc | ea [ 87 | f2 | cf | ce | £0 | b4 | e6 | 73
96 |ac | 74 |22 |e7 |ad | 35| B5 | e2 | £f9 | 37 | eB8 [ 1c | 75 | df | 6e
47 | f1 | 1a | 71 | 1d | 29 | c5 [ B9 | 6f | b7 | 62 | Oe [aa | 18 | be | 1b

1f [ dd | a8 | 33 07 | c7 |31 (bl |]12] 10 |59 )27 | 80 | ec | 5f
60|51 |7£ | a9 |19 | b5 |4a | 0d|2d | eS| 7a | 9f [ 93 | c9 | 9c | ef
a0 |e0 | 3b|4d |ae | 2a | f5 | bO [ cB | eb | bb | 3c | 83| 53| 99 | 61
17 | 2b |04 | 7e | ba | 77 | d6 | 26 | el | 69 | 14 | 63 | 55 ] 21 | Oc | 7d

mo[ala|o|e|e|e|q|o|u]a|w|n|e]o
w
o
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Byte Sub InvByteSub

I nverse affine
transformation
Multiplicative Multiplicative
inverse in GF(® inverse in GF(®
Affine
transformation
the same for encryption
and decryption o
Affine transformation
Bl o0 0 1 1 1 18] [1]
bl (1100 0 1 1 1{n] I
byl [t 1 100 0 1 1|kl 0
Bl [ L1100 0 1b L|0
bl 111100 ofb] fof
bl oL 11110 0fb]| |
bl {00 1 11110l |1
5] [0 0 0 1 1 1 1 1]&] [0]
i.e., b’y =1, + b+ b+ b+b +1
b', = b+ b+ b+ b+ b,+ 0
In general:
b.‘ =b @ bt.‘+1|mml$ @ 'f)|f+5_\.|mls 6/7(‘-“)'“"“\13 ®bu+7mmd$ D s
Inverse affine transformation
Bl o0 0 1 1 1 18] [1]
bl (1100 0 1 1 1{n] I
byl [t 1 100 0 1 1|kl 0
Bl [ L1100 0 1b L|0
bl 111100 ofb] fof
bl oL 11110 0fb]| |
bl {00 1 11110l |1
5] [0 0 0 1 1 1 1 1]&] [0]
i.e., b’y =1, + b+ b+ b+b +1
b', =b,+ b+ b+ b+ b,+ 0
In general:
b.‘ =b @ bt.‘+1|mml$ @ 'f)|f+5_\.|mls 6/7(‘-“)'“"“\13 ®bu+7mmd$ D g




ByteSub - Implementation in Hardware

Input from encryption Input from decryption
R —
Inverse affine
transformation
!
Multiplicative
inverse in GF(®
\
i
Affine Output to decryption
transformatio
Output to encryptio
100
InvShiftRow
no shift
d blc| d
cyclic shift left by C1'=3
e

cyclic shift left by C2'=

cyclic shift by left C3'=1
o | m

1]

Block size
128 bits 192 bits 256 bits
Ccr 3 5 7
c2 2 4 5
cg 1 3 4
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InvMixColumn

moOwom

o Mm

omW®@Qg

mw O ©o
®

&

o

o
Iy
[=)

!\JO_
=]

P"O-
=)

* more computationally intensive than MixColumn,
especially on 8-bit smart card processors
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Pseudocode for AES decryption

InvCipher (byte in[4*Nb], byte out[4*Nb], word w[Nb* (Nr+l1l)])
begin

byte state[4,Nb]

state = in

AddRoundKey (state, w[Nr*Nb, (Nr+l)*Nb-1]) // See Sec. 5.1.4

for round = Nr-1 step -1 downto 1

InvShiftRows (state) // See Sec. 5.3.1

InvSubBytes (state) // See Sec. 5.3.2

AddRoundKey (state, w[round*Nb, (round+l)*Nb-1])

InvMixColumns (state) // See Sec. 5.3.3
end for

InvShiftRows (state)
InvSubBytes (state)
AddRoundKey (state, w[0, Nb-1])

out = state
end
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Key scheduling
Key size =192 bits (Nk=6)
Block size =128 bits (Nb=4)

k, — 32-bit words

Ky K, |k |k ke |ks| Key

@ Key expansion

Round key selection

Round key 0 Round key 1 Round key 2 Round key
Nb=4 104

OO

Key expansion (1)
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Key expansion (2)

RotByte(a,b,c,d)=(b,c,d,a)
| Rcon[j] = (¥* mod m(x), 00,00,00)
Rcon[i/NK %

[ §] 9 f where m(x) =&+ x4+ X3+ x+1

L

ki = Ko O f(Ki)
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Pseudocode for Key Expansion

KeyExpansion (byte key[4#*Nk], word w([Nb* (Nr+l)], Nk)
begin
word temp
i=0
while (i < Nk)
w[i] = word(key[4*i], key[4*i+1], key[4*i+2], key[4*i+3])
i = i+l

end while
i = Nk

while (i < Nb * (Nr+l)]
temp = w([i-1]
if (i mod Nk = 0)
temp = SubWord (RotWord (temp)) xor Recon[i/Nk]
else if (Nk > 6 and i mod Nk = 4)
temp = SubWord (temp)
end if
w[i] = w[i-Nk] xor temp
i=1i+1
end while
end
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