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What is a reconfigurable computer?
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Why cryptography Is a good
application for reconfigurable
computers?

e computationally intensive
arithmetic operations

e unconventionally long operand sizes
(160-2048 bits)

e multiple algorithms, parameters,
key sizes, and architectures
= need for reconfiguration
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SRC Program Partitioning
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Elliptic Curve Cryptosystems (ECC)

v'a family of cryptosystems, rather than a single
cryptosystem = added security but
need for reconfiguration
v’ public key (asymmetric) cryptosystems
used for key agreement and digital signatures
v implementations must be optimized for
minimum latency rather than maximum
throughput = limited speed-up from
parallel processing



Three Families of Elliptic Curves

Elliptic curves built over
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Hierarchy of functions

High
level

kP

Medium | p+Q P projective_to_affine

level (P2A)

LOW """"""""""""""""""""""""""""""""""""""""""""""""""" v
level 2 INV
S Ve NS B
Low

level 1







MP Software Only
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Based on public-domain code by Rosing M.,
Implementing Elliptic Curve Cryptography,
Manning, 1999
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OHM Partitioning
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O0H Partitioning (VHDL only)
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Timing Measurements
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Results (Latency)
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Software | 772,519
OHL 1 866 37 472 14 394 893 | 1.46
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Results (Area)

% of CLB| CLB % of LUT % of |FF count

slices |increase| LUTs |increase| FFs |increase
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Software N/A
OHL1 99 1.68 57 1.3 68 2.61
OHL?2 92 1.56 52 1.18 62 2.38
OHM 75 1.27 48 1.09 39 1.5
OOH 59 1 44 1 26 1
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Number of lines of code

Algorithm VHDL Macro MAP C Main C
Partitioning Wrapper
Scheme
OHL1 1007 260 371 153
OHL2 1291 230 349 153
OHM 1744 160 185 153
VHDL 1960 36 78 153

macro







Conclusions

Assuming focus on:




Conclusions — cont.
The best implementation approach:

OHL1 partitioning scheme
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893 speedup vs. software and only 0.46 times
slowdown versus pure VHDL with ease of
implementation



Conclusions

e Elliptic Curve Cryptosystem implementation
challenging for reconfigurable computers because of

e optimization for latency rather than throughput
e limited amount of parallelism

e First publication showing a 1000x speed-up
for a reconfigurable computer application
optimized for data latency



