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Applications of hash functions: Digital signatures
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Applications of hash functions. MACs
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Use of hash functionsin communication protocols
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Security of hash functions

~._ v . partialy broken

| l " broken, H. Dobbertin, 1995
M (one hour on PC, 20 free bytes at the start of the message)

_MD5. SHA O discovered, RI PEMD 128

' ~1995 NSA, - reduced round
partially broken, 1998 France version broken,
collisions for the Dobbertin 1995
compression function, ' !
Dobbertin, 1996
(10 hours on PC) SHA-1 RIPEMD-160

NSA, 1995



NSA/NIST family of cryptographic algorithms

Complexity of

Algorithm
the best known attack
Hash function SHA-1 280
Digital signature DSA 280
Encryption Skipjack 280




New encryption standard — AES

Encryption Complexity New hash functions
algorithm | of the exhaustive with equivalent
key search Secur ity
AES-128 2128 SHA-256
AES-192 2192 SHA-384
AES-256 2256 SHA-512




Questions asked

1. Doestheincreased security of SHA-512 come
at the cost of
e decreased speed
e Increased area
o decreased speed toarearatio
compared to SHA-1?

2. How doesthe speed of SHA-512 comparesto the speed
of AES-2567

3. Can SHA-512 beimplemented with the speed of
1 Ghit/susing the current generation of FPGA devices?
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Conceptual comparison
Featur es affecting security and functionality

SHA-1 |SHA-256 | SHA-384| SHA-512
Size of hash 160 256 384 512
value
Complexity of 280 2128 2192 2256
the best attack
Equivalently
Secure Skipjack| AES-128 | AES-192 | AES-256
secret-key cipher
M essage size < 264 < 264 <2128 | < D128



Conceptual comparison
Featur es affecting implementation speed

SHA-1 | SHA-256 | SHA-384 | SHA-512
M essage block 512 512 1024 1024
size
Number of 80 64 80 80
digest rounds
Number of
operands 5+1 7+1 7+1 7+1
added in the
critical path




Conceptual comparison
Features affecting implementation area

SHA-1 | SHA-256 | SHA-384 | SHA-512
Word size 32 32 64 64
Number of 5 8 8 8
words
Round-dependent| f, None None None
operations
Number of 4 64 80 80
constants K,




Results of conceptual comparison

* Speed

SHA-512, SHA-384
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Design M ethodology




arget FPGA devices
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Xilinx FPGA devices

72-bit ring bus

SLAAC-1V

(64 bit data

+ 8 bit control)

configuration
control device

| SRAM

60

- — 72-bit shared bus

User programmed part

64/66 PCI

Standard interface
(PCl interface +
control module)



M ethodology and Tools

Codein VHDL

| mpl emeW \Verlflcatlon
- B

2. Synthesis,

mapping,
kplac:ing & routing

Aldec, ActlveHDL v.5.1

) Xilinx, ISE v.4.1

=Net|istwithtiming—{ 3. Timing ssimulation J

Aldec, Active-HDL, v.5.1

— Bitstream

—{ 4. Experimental Testing}

USC-19, SLAAC-1V FPGA board
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General block diagram of SHA-1 and SHA-512

Hash
Message
’ M, W, value
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Logic
For SHA-1. For SHA-512:
w=32 w=64

n=160 n=512



M essage digest unit of SHA-1
Functional block diagram
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M essage digest unit of SHA-512

Functional block diagram
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Ripple-Carry Carry Propagate Adder (CPA)




Carry Save Adder (CSA)
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Operation of a Carry Save Adder (CSA)

Example
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Operation of a 5-to-3 Parallel Counter

Example
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| mplementation of 1-bit of 5-to-3 parallel counter
using single CL B dlice of a Virtex 1000 FPGA
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Carry Save Adder vs. 5-to-3 Parallel Counter
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Message digest unit of SHA-1: Our implementation
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M essage digest unit of SHA-512: Our implementation
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SHA-1: Message Scheduler Unit
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SHA-512: Message Scheduler Unit
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Testing Procedure




Testing Procedure
1. Functional testing

Digital Signature Standard Validation System (DSSV S) User’s Guide

e KNnown Answer Tests
 Monte Carlo Test

2. Maximum clock frequency test

» clock frequency varied using binary search
* 30 x 3 MB of pseudorandom data hashed
* results compared with results from software implementation

3. Maximum data throughput test

e maximum clock freguency
» 3 MB of pseudorandom data hashed
* time necessary to complete all operations determined



Results




SHA-1, SHA-512: Minimum clock period

Minimum clock period [nS]
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SHA-1, SHA-512: Maximum data throughput
Maximum Throughput [MDbit/g]
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Comparison with encryption algorithms
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SHA-1, SHA-512: Area

Per centage of FPGA Resour ces
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Possible improvements and extensions (1)

« manual floor planning and routing
Problem: not portable among FPGA families
e parallel processing using

« multiple independent execution units

e pipeining

Problem: require multiple independent streams of data
(messages, packets)



Possible improvements and extensions (2)

e l[oop unrolling of the message digest

several (2, 4, 5, or 8) message digest rounds implemented
as combinational logic and executed in asingle clock
cycle

Problem: substantial increase in the circuit area



Conclusions




Answersto our questions

1. Doestheincreased security of SHA-512 come
at the cost of

e decreased speed no, SHA-512 33% faster
* Increased area yes, ~2times
 decreased speedtoarearatio yes, ~30%
compared to SHA-1?

2. How doesthe speed of SHA-512 comparesto the speed
AES-2567 60% faster

3. Can SHA-512 be implemented with the speed of

1 Ghit/susing the current generation of FPGA devices?
e usingtwo streams of data - yes

e usingonestream of data - tobedetermined



Security and hardwar e speed for hash functions

Speed in hardware [Mbit/s]
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Conclusions

 Design of cryptographic hash functions does not
Involve a trade-off between
hardwar e speed and cryptographic security

e More secure hash functions may reguire
substantially more hardwar e resour ces
(area, memory)



