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Abstract
Proliferation of mobile computing hardware and emergence of Internet-of-Things have created
a need for low-cost solutions for cryptographic functions such as authentication, encryption
and digital signatures. Current best practices involve storing a secret key in a nonvolatile
memory or battery backed SRAM which are vulnerable to invasive attacks. Physically
Unclonable Functions (PUF) have been touted as an alternative for authentication and low-cost
key generation. Due to the nature of applications, a PUF may operate in an untrusted
environment where an adversary has the capability to eavesdrop on communications or even
have physical possession of the PUF with the ability to apply any input and observe outputs.
Securing PUF in this environment is challenging. While the actual threat model varies from
application to application, there are some common security challenges for a PUF. In this talk,
we will describe two such challenges: (i) ensuring uniqueness (ii) and thwarting modeling
attacks. We will then present novel solutions to address those problems. Finally, we will
conclude this talk with some open challenges.
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