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Abstract:
From financial information and medical records to shopping habits and Internet searches, computing devices
are the virtual containers of sensitive information for millions of users. At the same time, the proliferation of
privacy attacks, such as state-wide surveillance attempts revealed from whistle-blower cases, federal agencies
compelling private companies to develop unsafe software, and high-profile compromises of cloud service
providers undermines the users’ trust on contemporary computing paradigms. As it is evident from the recent
Meltdown and Spectre side-channel vulnerabilities, one root cause to these problems is that modern
computer architectures have always been designed for performance, and security protections are traditionally
addressed as patches, continuously trying to outsmart adversaries.
A key observation is that any side-channel leakage is harmless as long as sensitive information remains
encrypted during processing, which motivates the use of special cryptographic methods such as homomorphic
encryption. This talk discusses the design of encrypted processors that support privacy outsourcing based on a
single-instruction computer architecture. To achieve trustworthy computation on encrypted data in light of
soft errors and maliciously injected faults, this talk presents integrity and fault-tolerance countermeasures
that enable real-time error detection using judiciously defined metadata. In addition, open research problems
in encrypted data processing will be discussed, such as the design of homomorphic circuits and encrypted
processors with multiple instructions.
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