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Abstract:
Our daily life is intertwined in the fabric of Internet-of-Things (IoT), a fabric in which the number of connected
smart computing devices exceeds the human population. Security and trust are paramount considerations
while designing these systems. Unlike microcontroller based designs in the past, even resource constrained
IoT devices nowadays incorporate one or more complex System-on-Chips (SoCs). It is a major challenge to
verify the security requirements of SoCs in IoT devices, primarily due to the fact that SoCs are designed using
hardware Intellectual Property (IP) blocks to reduce cost while meeting aggressive time-to-market constraints.
Growing reliance on these pre-verified hardware IPs, often gathered from untrusted third-party vendors,
severely affects the security and trustworthiness of SoC computing platforms. These IPs may come with
deliberate malicious implants, undocumented test and debug interface working as a hidden backdoor, or
other integrity issues. In the absence of comprehensive SoC security and trust verification, vulnerable IoT
devices can lead to unintended consequences including damages to critical infrastructure, violating personal
privacy, or undermining the credibility of a business. In this talk, I will present novel hardware security and
trust validation techniques. First, I will outline various SoC security and trust vulnerabilities. Next, I will
highlight why existing verification techniques are not suitable for security and trust validation. The core part of
my talk will cover a trustworthy SoC design framework consisting of formal verification, statistical test
generation as well as side channel analysis. Finally, I will describe the future IoT security challenges and
potential countermeasures while considering the trade-off between security, energy, connectivity, and
intelligence.
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