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Abstract
Cost of building a new semiconductor fab is estimated to be $8.0 billion in 2018, with large recurring
maintenance costs, a figure that is expected to sharply increase as technology migrates to smaller nodes. To
reduce the fabrication cost, and for economic feasibility, most of the manufacturing and fabrication in
advanced technology nodes is pushed off U.S. shore. However, many offshore fabrication labs are untrusted.
Considering that the hardware is the root of trust in a computing system, this global and untrusted supply
chain model has raised concern over potential adversarial attacks with an intimate knowledge of the
fabrication process, the ability to modify and expand the design prior to production, and an unavoidable
access to the fabricated chips during testing. In this talk, I discuss various trust and security challenges in the
untrusted manufacturing supply chain, and provide an overview of the range of defined projects and
suggested solutions that my team at GATE laboratory at GMU has been investigating.
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