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Abstract:
Modern computing systems are under attack by increasingly motivated and sophisticated
attackers. Recently, the Meltdown and Spectre attacks demonstrated that security is not only a
software problem, but that the system hardware components can expose software-exploitable
vulnerabilities. With the expanding role of GPUs within computing systems, not only for graphics
and multi-media workloads but also as computational accelerators, it is important to understand
their security properties. In this talk, I will overview our recent research in understanding covert
and side-channel attacks present in modern GPUs. We show that it is possible to construct high
bandwidth covert channels, superior in bandwidth and quality to those on GPUs. Furthermore,
we show that GPU sharing between multiple workloads also offers opportunities for side channel
attacks, and demonstrate several variants of these attacks targeting both graphics and
computational workloads. The talk will briefly discuss potential mitigations, and how this type of
vulnerabilities is likely to continue to manifest as future computing systems continue to evolve.
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